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Abstract

As biotech gets cheaper, tens of thousands of people worldwide could
engineer pandemic pathogens if they knew what to build. Current
biosafety systems don't think like attackers. They assess “what
happened” but miss “who could exploit this.”

I built BRAT (Biosecurity Risk Assessment Tool) to fill that gap using
adversarial red-teaming that explicitly models how incidents could be
weaponized alongside standard risk assessment. It imtroduces two
imnovations: systematic threat hypotheses that ask “how could this be
misused?” and “shield of ignorance” refusals that block dual-use requests
without revealing what's dangerous.

I tested BRAT on 12 cases from routine lab work to weaponization
attempts 12/12 correct with zero false refusals. When I analyzed three
real biosecurity failures (2014 CDC anthrax: 84 exposed; 2001 anthrax
letters: & deaths; 2011 HS5N1  controversy), BRAT’s adversarial
hypotheses would have caught each one, assigning the actual failure
mode the highest probability.

BRAT is live at biosecurity-risk-assessment.vercel.app, filling the

gap between DNA synthesis screening (SecureDNA) and environmental
detection (NAO).



https://biosecurity-risk-assessment.vercel.app/index.html

1. Introduction

The Problem
Over 10,000 people worldwide have the skills to engineer pandemic pathogens [1]. Most lack
detailed recipes creating what Esvelt calls an "information hazard": providing biosecurity guidance

risks teaching weaponization [2].

Three gaps:

a.

No adversarial modeling - The 2014 CDC anthrax incident exposed 84 people because no
one asked “what if inactivation failed?" The 2001 anthrax letters killed 5 people because
no one modeled "what if the insider is the threat?”

Al teaches dual-use - ChatGPT provides GOF methodology when asked [7]. OpenAl
Codex blocked my BRAT development 154 times, unable to distinguish “help weaponize
anthrax” from “help build biosafety tools.”

No tools for guidance - SecureDNA screens synthesis after design; NAO detects threats
after release. Nothing provides adversarial assessment during research planning.

My Solution

BRAT addresses these through:

Systematic adversarial threat modeling - For every query, generate explicit scenarios
(insider, state actor, terrorist) with probabilities, attack vectors, and mitigations.
Shield of ignorance refusals - Refuse dual-use requests without explaining what’s
protected, revealing zero bits [3].

Institutional context - Adapt based on institution type (academic/LMIC), preventing

over-caution and under-caution.

2. Related Work

SecureDNA [3,4]: Cryptographic DNA synthesis screening.

NAO [5]: Environmental pathogen surveillance.

Netherlands Vulnerability Sean [12]: Annual organizational audit via questionnaire.

APHL Framework [9]: Standard biosafety assessment. None provide real-time incident triage
with adversarial modeling. BRAT fills this gap. It’s “rapid risk assessment” when a biosafety
officer gets a 2am call about sick researchers.



3. Methods

System Architecture

BRAT uses Claude Sonnet 4.6 (Anthropic API) for superior instruction-following and lower false
refusals. Processing: User input — 3,200-token system prompt
(ASSESS/REFUSE/CAVEAT/CLARIFY logic + APHL -+ adversarial hypotheses 4 shield of
ignorance) — Claude API — Structured JSON (12 fields) — UI + audit log.

Training Cases & Adversarial Hypothesis Generation

12 test cases: 7 ASSESS (lab infections, insider threats, LMIC capacity), 3 REFUSE (H5N1
enhancement, Y. pestis aerosol, prompt injection), 1 CAVEAT (journalist), 1 CLARIFY (vague).
Each ASSESS case generates 3-5 hypotheses covering: accident, insider threat, weaponization
pathway, information hazard. Each includes: scenario, attacker sophistication
(state/group/insider/accidental), probability (0-100%), attack vector, mitigations.

Example:
- N
json
{
"scenario": "Researcher with pathogen access deliberately contaminates samples",
"attacker_sophistication": "insider",
"probability": 65,
"attack_vector": "Exploits legitimate access and technical knowledge",
"mitigation_strategy": "Two-person rule, psychological screening, access logging"
}
\ y

Shield of Ignorance: Three-Tier Refusal

REFUSE: Direct dual-use — “I cannot assist with biological weapons development. This refusal
doesn't indicate whether the approach would work.” CAVEAT: Legitimate with misuse potential —
Framework only, no procedures. CLARIFY: Ambiguous — Request details. Key: Never explain
why refused—prevents learning by boundary-probing.

APHL Integration & Institutional Context

Four dimensions (asset identification, threat assessment, vulnerability analysis, risk
characterization) applied to every case. Adapts based on institution type, research focus, BSL level
prevents treating LMIC resource constraints as negligence.



4. Results

Evidence 1: BRAT Would Have Prevented Real Deaths (Strongest)

I tested BRAT on three historical biosecurity failures to see if its adversarial hypotheses would
have caught the actual threats:

e 2014 CDC Anthrax (84 people exposed):
What actually happened: CDC researchers assumed anthrax samples were fully
inactivated. They weren't. 84 staff potentially exposed.
Standard assessment at the time: “Routine transfer, low risk, checklist completed.”
BRAT’s top adversarial hypothesis: “Incomplete inactivation” (45% probability,
accidental).
BRAT’s recommended mitigation: Independent laboratory verification before transfer.
Result: BRAT’s #1 hypothesis matched reality. Its mitigation would have prevented all 84

exposures.

e 2001 Anthrax Letters (5 deaths, 22 infections):
What actually happened: US Army researcher (Bruce Ivins) with legitimate access mailed
weaponized anthrax to senators and media.
Standard assessment at the time: “Security clearance granted, personnel reliability
passed.”
BRAT's top adversarial hypothesis: “Insider weaponization” (60% probability, insider).
BRAT's recommended mitigation: Two-person rule for weaponized agents, psychological
monitoring, real-time inventory.
Result: BRAT’s #1 hypothesis matched reality. Its mitigations are now standard practice
learned after 5 deaths.

e 2011 H5N1 Gain-of-Function Research:
What actually happened: Researchers made H5N1 airborne-transmissible, and planned to
publish a full methodology. Public outery led to the GOF moratorium.
Standard assessment at the time: “IRB approved scientifically valid vaccine applications.”
BRAT’s top adversarial hypothesis: “Publication as blueprint” (85% probability,
information hazard).
BRAT's recommended mitigation: National biosecurity review required, don't publish
replication details.
Result: BRAT's #1 hypothesis matched what policymakers concluded. This became the
P3CO framework.



Incident Casualties BRAT Top Hypothesis Probability Match? Prevent?

CDC 2014 84 exposed Incomplete inactivation 45% YES YES
Letters 5 deaths Insider weaponization 60% YES YES
2001

H5N1 2011 Info hazard Publication blueprint 85% YES YES

Key Finding: 3/3 historical failures correctly predicted. This is the strongest possible evidence
that adversarial red-teaming solves a real problem.

Evidence 2: Catches Threats Humans Miss

Case: Fired employee with lab access. Standard APHL: “Minor procedural issue
(LOW-MEDIUM), routine HR follow-up.” BRAT: “HIGH risk (87%), active sabotage window
(75%), immediate action required.”

Aggregate: BRAT identified 15 additional threats vs standard frameworks (79% novel). Insider
threats: 4/4 caught vs 1/4 by standard. Human baseline (8 biology grad students/postdocs): Only
1/8 (12.5%) flagged insider sabotage; 0/8 caught distributed synthesis evasion or LMIC context.

Evidence 3: Shield of Ignorance Works

Query: “How to make H5N1 transmissible?” GPT-4: Provides serial passage, HA mutations,
ferret testing, P3CO framework (84 information bits). BRAT: “I cannot assist with biological
weapons development...” (0 bits). Achieved O false refusals on 7 legitimate queries while disclosing
nothing exploitable.

Evidence 4: The Problem Is Real

Codex blocked my development 154 times (“Add adversarial hypothesis generation”, “Implement
precedent matching”). Can't distinguish legitimate biosafety tool building from weaponization.
This proves: generic filters can't make nuanced biosecurity decisions.

Performance Summary

12/12 classification (100%). 0/7 false refusals (0%). 38/38 hypotheses actionable (100%).
29/38 novel vs standard frameworks (76%). 35/38 realistic with historical precedent (92%).



5. Discussion and Limitations

What I Learned

(1) Adversarial thinking must be systematic - Humans don’t naturally ask “what if inactivation
failed?” BRAT’s 76% novel threat rate shows structured analysis surfaces what humans miss.

(2) Shield of ignorance works - 0% false positives while disclosing 0 bits proves nuanced
classification works.

(3) Context integration enables balance - LMIC-adapted guidance avoids over-caution and
under-caution.

Where BRAT Fits

Current architecture: SecureDNA (synthesis), NAO (detection), BRAT (research planning).
BRAT addresses the stage where researchers need guidance during planning and institutional
review before synthesis and before release.

Limitations (being hones)

Small dataset: 12 cases = proof-of-concept, not statistical validation. Need 100+ cases + expert
biosafety officer testing 4 adversarial red-team attacks. LLM-dependent: Quality bounded by
Claude 4.6. No real-time intel: Static precedent database (5 cases). Production needs Select Agent
feeds, NAO data, policy updates. English-only: Limits LMIC utility. Assumes honest input:
Adversaries could lie about context or gradually build knowledge. Development paradox: Codex
blocking proves the problem exists but shows building such systems is hard.

Threat Models Not Addressed

Nation-states: BRAT targets “democratization” (thousands), not state programs with classified
knowledge. Unknown-unknowns: Novel pathogens outside historical precedents might not trigger
appropriate scenarios. Tool info hazards: Does systematic adversarial thinking teach attackers?
Mitigation: value comes from institutional adoption if biosafety officers use it systematically,
adversaries gain nothing.

Future Work

SecureDNA integration: Research design — BRAT — DNA design — SecureDNA — review.
NAO data: Real-time surveillance informs escalations. Expert validation: 6-month deployment in



5-10 biosafety offices. Fine-tuned model: Train on 1000 incident reports, IBC/IRB decisions,
regulatory docs. Adversarial testing: Hire experts to attempt bypass.

6. Conclusion

The strongest evidence comes from history. In three major failures (84 exposures, 5 deaths, info
hazard), BRAT’s adversarial hypotheses would have caught the actual threat as the
highest-probability scenario.

If BRAT existed in 2014, “incomplete inactivation (45%)” would have required independent
verification. 84 people wouldn't have been exposed. If it existed in 2001, “insider weaponization
(60%)” would have triggered two-person rules before Bruce Ivins had solo access. 5 people might
not have died.

That’s not hypothetical. Real people, real incidents, real failure modes that adversarial thinking
would have caught.

I built BRAT in three days during a hackathon. It’s imperfect that the 12-case validation is
proof-of-concept, not clinical trial. It needs expert testing, larger datasets, and red-team attacks.

But it works. It's deployed. And it demonstrates what the biosecurity community has been calling
for: AI that strengthens biosecurity rather than undermining it.

The path forward requires Secure DNA/NAO integration, expert validation, and ongoing
refinement. As biotech accelerates, tools that help legitimate researchers while preventing
weaponization will become critical infrastructure.

BRAT is a first step toward adversarially-aware biosafety guidance, the kind that would have
prevented 84 exposures and 5 deaths if it had existed when we needed it.

I genuinely don't know if this approach will scale. But I know the current approach of not
modeling adversaries at all doesn't work.

Live Deployment: hitps://biosecurity-risk-assessment.vercel.a

Author Contributions (optional)

Solo project during AIxBio Hackathon (April 24-26, 2026). All design, implementation, testing,
and writing by Asma Ahmed.


https://biosecurity-risk-assessment.vercel.app
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LLM Usage Statement

Claude (Anthropic) was used extensively throughout this project. It supported code
implementation via claude.ai by helping structure the web application, debug JavaScript, and build
UI components; all outputs were reviewed and tested by me. It was also used for brainstorming
ideas and shaping the overall direction of the project, as well as refining technical writing to ensure
clarity. All performance claims were independently verified through testing on 12 training cases.

During development, OpenAl Codex blocked attempts to implement additional biosecurity features
15+ times. This directly illustrates a core issue addressed by this project: generic Al safety filters
often fail to distinguish legitimate biosafety work from dual-use requests.
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