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Abstract

This project proposes tools for faster identification, classification, and response to Al biosecurity
“warning shots”—near-miss events that reveal catastrophic risk—so as to translate those events
into governance action by relevant policy, intelligence, and other actors. We use a formal definition
of warning shots and associated criterion to analyze 21 global biosecurity events, finding that
warning shots are typically recognized but rarely converted into binding governance. We propose
analysts and governance actors use a Governance Conversion Framework to improve future Al
biosecurity warning shot responses. We develop an Al biosecurity event dashboard and set of
analytic tools to help biosecurity stakeholders monitor world events, categorize emergent
biosecurity risks, and trigger faster response with relevant government and industry actors.



1. Introduction

The term "warning shot" is gaining traction in the AI safety community. As Stuart Russell noted
at the NDTV Ind.AI Summit, a "Chernobyl-scale disaster” may be the best-case scenario — an
incident alarming enough to trigger regulatory action without crossing into full catastrophe. Yet no
consensus exists on what a warning shot actually is, or how to identify one before it escalates.

Identifying warning shots matters because they carry the potential to drive binding regulatory
action. Hence, there are several key questions this project aims to address:

1. Are there any incidents that regulators in the biosecurity space should pay attention to?
a. How dangerous are such incidents?

2. Are these incidents likely to prompt a regulatory action?
a. Is the current government response sufficient?
b. What regulatory gaps do such incidents reveal?

Two problems motivate this work: analysts often lack the tools to recognize AIxBio events as
warning shots before they escalate, and even when they do, the governance response frequently
stalls or fails.

Our project addresses this directly: by combining a warning shot classification methodology, a
biosecurity risk score, and the Governance Conversion Framework (GCF), it equips analysts and
policymakers to identify AIxBio warning shots and assess whether the current governance
response is sufficient and if not, why it would fail. It also helps individuals and organizations
improve their ability to understand, process, and categorize AIxBio events in order to perform
their roles and duties more quickly, more clearly, and with greater chance of addressing the
emerging risk.

Our main contributions are:

Warning Shot definition & criteria
Biosecurity Risk Assessment Score & criteria
Governance Convergence Framework
Biosecurity Governance Tracker Dashboard
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Target Audience

This tool serves a broad range of stakeholders — from U.S. executive agencies and legislative
oversight bodies to frontier AI companies, international organizations, and civil society researchers
— each of whom engages with AlxBio events differently depending on their role and authority.
Tier 1 events primarily concern actors with statutory response responsibilities, such as DHS or
WHO, while Tier 2 and 3 events are most actionable for intelligence communities, early warning
systems, and industry actors positioned to intervene before a signal becomes a warning shot.



2. Related Work

We are not aware of a state-of-the art method or tool that allows people to determine whether an
event is a warning shot or not. While some methods (e.g. open source intelligence augmented by
AT systems) help identify people, capability break-outs, violations of laws or regulations, these do
not appear to be able to scale insights through a prism of warning shots that could necessitate
expert and government interaction and response. Additionally, we are not aware of any methods or
tools that provide parsimonious ways to track, monitor, and report on warning shots that are in the
governance convergence framework process.

Additionally, our tools help policy-makers learn from historical warning shot cases, with a specific
distillation of lessons at each failure mode in the governance conversion framework. These tools
help identify what to avoid at each phase, or what to do, in order for a warning shot to be
progressed to the next set of actors in the “chain of conversion”.

3. Methods

This project heavily relies on the SPAR program Warning Shots project methodological
foundation that is currently being finalized by the authors and is not yet available as a publication.
It then tailors it specifically for the biosecurity domain and develops a governance analysis tool
based on the Open Source Intelligence (OSINT) data.

First, we conduct a search according to the warning shot methodology (C1-C5) developed within
the SPAR project and classified as tier 1, 2 and 3 cases.

Second, each individual warning shot incident is then assigned a risk score (0-100) that was
developed specifically for the biosecurity domain within the scope of this hackathon.

Third, each incident is then passed through a Governance Conversion Framework (GCF) and
analyzed, whether it passes through each stage and results in successful governance. Figure 1
below demonstrates this process.

OSINT SCANNING

° Warning Shot Identification ouTPUT
C1—C5 triage across biosecurity & Al governance sources Tier1/2/3
Discrete events classified against all five conditions; noise filtered out

RISK SCORING

6 AlxBio Composite Risk Score ouTPuT
S=H-E-C-V-DRfive-pillar scoring; formula (S-5)/20x100 Priority Band (0-100)
Critical-combination gate appliedif C24andV2>4orDR24

GCF ASSESSMENT

° Governance Conversion Analysis ouTPUT
Event mapped against 6-stage governance response model stall Stage (1-6)
Identifies where and why response breaks down: signal, institutional, mandate?

Figure 1, OSINT BioGovernance Scanning Process
Scope of work

The full dashboard, data generation and synching and the Biosecurity Risk Assessment Score
were created during the hackathon weekend. The governance conversion framework, Warning
Shot definition (incl. C1-C5) are the existing work from the SPAR project.


https://sparai.org/projects/sp26/recJpcWbGJpuOXUs9

Warning Shot Definition

A biosecurity warning shot is a specific event that reveals a pre-existing vulnerability in a system,
organization, or society. To qualify as a Tier 1 warning shot, an incident must satisfy five
conditions: it must be a discrete, bounded event with an identifiable onset and terminus (C1),
expose a pre-existing structural weakness in screening, biosafety, governance, or surveillance (C2),
present an identifiable, step-by-step pathway by which biological catastrophe could plausibly occur
(C3), have had that catastrophic pathway epistemically accessible at the time of the event (C4),
and stop short of the catastrophe it reveals as possible (C5). A Tier 2 warning signal satisfies C1
and at least two further conditions but fails one — most commonly C3 or C5. A Tier 3 contextual
indicator fails C1 or multiple conditions simultaneously and does not qualify as a warning shot, but
shapes the structural landscape in which warning shots occur. Full condition definitions and
classification criteria are provided in the Appendix.

Risk Assessment Score

The biosecurity risk assessment score measures urgency across five pillars, each scored 1-5:
Hazard (H), Exposure (E), Capability (C), Vulnerability (V), and Detection & Response Deficit
(DR).

Composite score

S=H-+ E+ C—+ V -+ DR, then normalized to a 0—100 scale via Score = (S — 5) / 20 X 100,
producing four priority bands:

Low (0-29, routine review)

Moderate (30-59, active surveillance)

High (60-84, priority monitoring)

Critical (85—100, immediate escalation)

A critical-combination gate applies when C >4 AND V > 4, or C > 4 AND DR > 4, flooring
the composite score at 60 to ensure that dangerous Al-capability configurations paired with
governance or detection failures are never understated by the additive sum alone. Full pillar
definitions and scoring rubrics are provided in the Appendix.

Governance Conversion Framework (GCF)

The Governance Conversion Framework (GCF) was developed by analyzing 13 Tier 1 historical
warning shot incidents across biosecurity, cybersecurity, military, and nuclear domains to map
how an incident translates into effective governance action. The framework identifies six sequential
stages: (1) Incident, (2) Signal Recognition, (3) Institutional Engagement, (4) Governance Output,
(5) Binding Mandate, and (6) Effective Governance — the rarest outcome, where a mandate is
actively enforced and the structural vulnerability durably addressed. Two pathway modifiers can
interrupt or redirect conversion: M1 (Competition), where race dynamics between states or
industry actors delay binding mandates at the Stage 4—5 and 5—6 transitions; and M2
(Adversarial Attribution), where attribution to a state adversary shifts governance toward
deterrence rather than civilian regulation. See Figure 2 below:



Incident Signal Institutional Governance Binding Effective
Recognition Engagement Output Mandate Governance

Figure 2, Governance Conversion Framework Stages

4. Results

The BioGovernance dashboard enables structured analysis of 21 biosecurity-relevant events
spanning 1967 to 2026, integrating classification, risk assessment, and governance progression
into a unified analytical interface. Beyond static visualization, the system supports comparative and
pattern-based analysis, allowing users to examine how emerging signals relate to historical
warning shot events and how they are likely to evolve. Several key findings emerge.
First, Tier 1 warning shots remain relatively rare, with most events classified as Tier 2 (warning
signals) or Tier 3 (contextual indicators). However, the dataset suggests that many Tier 2 events
exhibit partial characteristics of warning shots, indicating that escalation pathways may be
under-recognized rather than absent.
Second, the risk distribution shows a concentration in moderate and high categories, with critical
cases typically emerging where capability and vulnerability intersect. This is particularly visible in
cases involving synthetic biology, dual-use research, and Al-enabled bio risks.
Third, and most significantly, the Governance Conversion Framework reveals a consistent
structural failure pattern. The majority of cases stall at Stage 3 (Institutional Engagement). While
signals are identified and investigated, they rarely progress into binding mandates or durable
governance outcomes.
Importantly, the dashboard enables cross-case comparison and similarity matching, allowing users
to identify how new or emerging signals align with historical events. This supports a deeper
insight: many contemporary signals are not novel, but rather recurrent patterns of previously
observed failures.
The system also highlights how Tier 2 and Tier 3 events evolve over time, suggesting that
early-stage indicators could be used more effectively for preemptive intervention. However, current
governance systems do not systematically act at these earlier stages.
Figure 3 (Dashboard Overview) illustrates the distribution of cases across time, tier classification,
and risk level, showing increased clustering in recent years. Figure 4 (Case Detail View)
demonstrates how individual cases are evaluated across warning shot criteria, risk scoring
dimensions, and governance progression, enabling traceability of analytical decisions. Figure 5
(GCF Distribution) highlights the concentration of cases at Stage 3, reinforcing the conclusion
that governance breakdown occurs not at detection, but at conversion.
Overall, the results indicate that:

e signals are increasingly detectable

e patterns are historically consistent

e the core failure lies in translating detection into action
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Figure 5, Governance Conversion Framework



5.Conclusion

This project demonstrates that the biosecurity governance challenge is not primarily one of
detection — warning shots are increasingly identifiable, and the patterns they form are historically
consistent. The critical failure occurs downstream, at the point of conversion. Across 21
biosecurity events spanning nearly six decades, the majority stall at Stage 3 of the Governance
Conversion Framework, where institutional engagement fails to produce binding mandates. Many
of the signals present in today's AIxBio landscape are not novel; they are recurrences of previously
observed structural failures that were recognized but not acted upon.

The practical implication is that better tools for identification are necessary but insufficient on their
own. What the field lacks — and what this project begins to address — is a structured
methodology for moving from signal recognition to governance action, with explicit diagnosis of
where and why that conversion breaks down. The warning shot classification criteria, risk scoring
framework, and GCF together provide a unified analytical language that analysts, policymakers,
and oversight bodies can use to track emerging threats, communicate urgency across institutional
boundaries, and intervene before indicators become warning shots and warning shots become
disasters. As AlxBio risks continue to converge and accelerate, the cost of stalling at Stage 3 will

only increase.
6. Discussion and Limitations

Our findings suggest that even well-recognized warning shots rarely produce durable regulatory
outcomes, which is particularly concerning as AI continues to lower the capability threshold for
biological threat actors. The consistent Stage 3 stall pattern implies that the bottleneck is not
awareness but institutional will and structural readiness — problems that will not self-correct as
the threat environment accelerates. Closing this gap requires not only better early warning tools,
but deliberate investment in the governance infrastructure needed to convert signals into binding
action before the next warning shot becomes something worse.

There are several limitations to our project in the context of a time-limited hackathon, and due to
the nature of open-sourced data analysis for threat indications and warning. First, we recognize
that government, industry, and other proprietary or sensitive information will not be captured
through open-sourced data analysis. In this regard, our method has information input limitations.
Second, we make informed assumptions about gaps in information tracking systems available to
government, legislative, and other key audiences (e.g. that a Governance Conversion Framework
analysis & tracking system is not readily available or currently used). These assumptions bear
further testing with envisioned users of our decision-analysis tools. Third, within our team we
lacked deep biosecurity or biothreat experience, and acknowledge that in future iterations of our
work, these methods and frameworks would be improved from additional review and feedback from
biosecurity experts, especially those with context on policy-making, legislative oversight, or global
monitoring and reporting of biosecurity incidents. Finally, due to the computational limits and time
constraints, the dashboard contains pre-populated data, spanning from 1967 to 2026 and is not
running live updates.



7. Future Work

The natural project extension is to improve the data quality and expand the dataset. This includes
both timespan and the resource availability, as already mentioned in the Limitations section. The
current methodology is heavily grounded in qualitative research such as adding a quantitative
validation for the classification criteria. Another addition would be adding the escalation likelihood
between Tier 3 and 2 events leading up to Tier 1 events (serving as an early warning trigger).
Longer term, the warning shot BioGovernance scanner would be formalized into a continuously
updated monitoring system, with automated triage feeding into the risk scoring dashboard in near
real-time and custom data feeds.

8. Code and Data

Webpage: https://a-ix-bio-warning-shots-scanner.vercel.app

The system is implemented as a lightweight, browser-based dashboard using a structured dataset
of biosecurity events derived from open-source intelligence (OSINT), including academic
publications, institutional reports, and verified historical records. Each case is encoded using a
consistent schema capturing warning shot criteria, tier classification, risk scoring, and governance
progression. The underlying codebase and dataset are not publicly released at this stage due to the
early-stage nature of the project and the need for further validation, particularly given the
biosecurity and dual-use context. Materials can be made available upon request for research or
policy purposes. Further details on data collection, structure, and implementation are provided in
the Appendix.

9. Author Contributions
The dashboard was created by Edidiong James. The report was prepared by Zhamilia Klycheva,
Edidiong James and Erik Leklem, and the data was provided by Shubhankar Dharmadhikari.

10. LLM Usage Statement

We used Claude to generate the use cases and help estimate the scores. All results and claims were
independently verified by our team members. Claude was also used in a limited and supportive role
during dashboard development, primarily for implementation-related tasks. The conceptual design,
data structure, and analytical framework were independently developed, and all outputs were
subject to human review and validation.
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Appendix

Warning Shot Definition

C1 - Discrete bounded event The event is temporally identifiable with a discernible onset, duration
and terminus. It must be distinguishable from background drift, structural trend or gradual risk
accumulation.

C2 - Structural vulnerability Such event must expose a pre-existing weakness in screening,
biosafety, governance of surveillance. False alarms, misinterpretations, or events that expose no
real weakness do not qualify.

C3 - Escalation pathway indicate identifiable mechanisms by which biological catastrophe could
occur. A plausible counterfactual harm pathway must be reconstructable step by step.

C4 - Prospective signal accessibility The catastrophic pathway revealed by the event must be
epistemically accessible at the time of the event. Events classified at the time of the event do not
qualify as Tier 1 warning shots, although can be considered as historically reconstructed warning
shots

C5 - Sub-catastrophic ceiling The event must not constitute a catastrophe whose plausibility it
reveals. While realized harm ranges from minimal to severe, it remains below the catastrophic
outcome it demonstrates as possible.

A Tier 2 warning signal satisfies C1 and at least two further conditions but fails one, and is
classified by its failure mode — most commonly C3, where a structural vulnerability is confirmed
but the specific circumstances do not support a credible catastrophic escalation pathway, or C5,
where the catastrophe actually occurred and the event is a disaster case rather than a near-miss.

A Tier 3 contextual indicator fails C1 or fails multiple conditions simultaneously. Tier 3 events do
not qualify as warning shots but shape the structural landscape in which warning shots occur and
are analytically essential for interpreting what Tier 1 and 2 events mean.

Risk Assessment Score

Hazard captures the intrinsic biological danger of an agent independent of context, such as
transmissibility, virulence, immune evasion, and drug resistance, derived from the WHO's Rapid
Risk Assessment methodology (2012, p. 12).

Exposure measures how realistically that hazard reaches a population, drawing from the same
WHO framework (p. 14) and capturing pathways including lab release, dual-use publication, and
environmental spillover.

Capability assesses the ease of creating, modifying, or deploying the hazard, with AI uplift as the
primary variable — scored against RAND/CLTR's Global Risk Index for AI-Enabled Biological
Tools (2025, Appendix A, p. 73, Table 16).

Vulnerability measures gaps in the systems meant to prevent or detect misuse — specifically the
three governance gaps identified by N'TI (The Convergence of Al and the Life Sciences, 2023, pp.
24, 28, 40): DNA synthesis screening, regulatory oversight, and biosurveillance — combined with
biosafety indicators from the WHO Joint External Evaluation Tool (3rd ed., 2022, Indicators
P.6.1-P.6.2).



Detection and Response is scored as a deficit - higher means weaker — drawing from WHO’s
Joint External Evaluation capacity levels (pp. 55, 74), from real-time detection and rapid
coordinated response at 1 to no detection system and no response plan at 5.

Governance Conversion Framework (GCF)

Stage 1 Incident Warning shot occurs, a discrete, bounded, sub-catastrophic event revealing a
structural vulnerability with credible escalation pathway.

Stage 2 Signal Recognition is framed as evidence of a broader structural problem. Key actors
translate the event into a governance-relevant claim requiring institutional response.

Stage 3 Institutional Engagement A body with some authority takes up the signal, initiates
investigation, convenes experts, opens regulatory proceedings.

Stage 4 Governance Oulput Institution produces concrete recommendations, advisory framework,
or report. While this stage looks like governance, it is not yet binding.

Stage 5 Binding Mandate Legally or institutionally binding requirement issued — regulation,
executive order, treaty obligation. Non-compliance carries consequences. It is not yet the final
stage, as the governance may still be reversed.

Stage 6 Effective Governance Mandate actively enforced, compliance monitored, structural
vulnerability durably addressed. Persists through political cycles. The rarest outcome and a true
success.

M1 — Competition: Competitive race dynamics between actors — states, companies, or research
institutions — can delay or reverse binding mandates, particularly at the Stage 4—5 and 5—6
transitions where political will is most fragile.

M2 — Adversarial Attribution: When an event is attributed to a state adversary, governance tends
to shift from regulatory enforcement toward deterrence, which constrains or redirects the
conversion pathway without producing binding civilian regulation.

Data Collection and Sources

The dataset was constructed through systematic open-source intelligence (OSINT) collection.
Sources included:

e Peer-reviewed scientific literature in virology, biosafety, and dual-use research
Institutional and policy reports (e.g., WHO, NTI, RAND)
e Verified investigative journalism and historical case documentation

e Public policy, regulatory, and government records
Cases were selected based on relevance to biosecurity risks and their alignment with the warning
shot framework. Where possible, each case includes a verifiable source URL to support
traceability.



Data Structure and Schema

Each event in the dataset is encoded using a consistent schema to enable structured analysis. The
key fields include:

e [Fvent metadata: ID, name, year, location
Classification: Tier (1, 2, or 3), verdict category
Warning shot criteria: C1-C5 (PASS, FAIL, or CONTESTED)
Risk scoring inputs: Hazard, Exposure, Capability, Vulnerability, Detection and Response
Governance analysis: GCF stage reached and outcome description

Qualitative descriptors: Signal clarity, regulatory context, and domain classification

e Source reference: URL or citation
This structure allows for consistent comparison across cases and supports filtering, aggregation,
and visualization within the dashboard.

Case Encoding Example

Below is a simplified example of how a case is represented within the dataset:
e [Event: Marburg Virus Lab Outbreak (1967)
Tier: 1
Criteria: C1-C5H all satisfied
Domain: Laboratory biosafety
GCF Stage: 3 (Institutional Engagement)
Outcome: Strengthened import regulations, no binding global framework

Signal Clarity: Strong

e Source: CDC archival report
This encoding ensures that each case is both analytically structured and traceable to source
material.

System Implementation

The dashboard is implemented as a single-page web application using HTML, CSS, and
JavaScript, with no external dependencies or build process required. It is deployed as a static
application via Vercel, enabling rapid access and ease of use.

The system consists of:
e A structured case library for historical events
e A visualization layer for filtering and comparing cases
e A scanning interface for evaluating new signals against the warning shot criteria

Signal Processing Workflow



The analytical workflow implemented in the dashboard follows a structured pipeline:
e Signal input — Criteria evaluation (C1-C5) — Tier classification — Risk scoring —
Governance Conversion Framework mapping — Comparative analysis with historical cases
This process enables consistent classification of events and supports identification of patterns
across cases.

Limitations of the Dataset

The dataset is manually curated and relies on open-source information, which introduces several
constraints:

e Potential selection bias in case inclusion

e Limited visibility into classified or underreported incidents

e Subjectivity in interpreting classification criteria

e Static dataset with no real-time updates
These limitations should be considered when interpreting results.

Availability
The interactive dashboard is publicly accessible via the deployed interface.

The underlying dataset and codebase are available upon request for academic, research, or
policy-oriented use.
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