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Abstract 
Open-weight language models are increasingly deployed in agentic workflows where they 
can invoke external tools, creating new attack vectors beyond traditional text generation. 
We present a systematic evaluation framework that measures how model tampering 
affects tool-usage behavior across cybersecurity, bioengineering, and decision-making 
domains. Evaluating 10 model variants (5 base + 5 tampered) across 125 scenarios, we 
find statistically significant that tampering increases harmful tool invocation rates, with 
effects varying significantly by domain. Our framework, released as open-source with an 
interactive dashboard, provides a foundation for monitoring AI agent behavior in 
production deployments and highlights tool-usage / MCP security as a critical defensive 
intervention point. (https://github.com/AnaBelenBarbero/OW-AI-cyber-bio-actions-eval) 
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1.​ Introduction 
1.1.​ Inflection point in AI-enabled attacks. 

The rapid evolution of artificial intelligence (AI) has brought the field to a critical inflection 
point: contemporary models are no longer limited to passive advisory roles but increasingly 
exhibit the capacity to plan, execute and adapt actions with minimal human supervision. This 
shift has profound security implications.  

A recent case documented by Anthropic (Anthropic, 2025) describes how a threat actor 
attempted to manipulate Claude into assisting a coordinated cyber-espionage campaign. 
Although safeguards ultimately constrained the model, the episode demonstrates how frontier 
systems can be co-opted into supporting complex, multi-stage operations. More broadly, it 
highlights the plausible trajectory in which AI systems become significant force multipliers in 
high-stakes domains such as cyber offense, bio and chemical threat enablement, where 
automation may dramatically lower the expertise, time and resource thresholds traditionally 
required to mount sophisticated attacks (InfoSecurity Magazine, 2025; Mikel Rodriguez et al, 
2025). 

This emerging risk landscape is driven by three interdependent properties of modern large 
language models (LLMs) (Anthropic, 2025). First, increasing model intelligence enables the 
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interpretation of complex, ambiguous, or strategically framed instructions, as well as 
sophisticated reasoning over multi-layered contextual inputs. Second, growing agentic 
capacities allow models to autonomously decompose objectives, select intermediate actions, and 
iteratively adjust plans over multi-step workflows. Third, advances in tool integration (ranging 
from ad-hoc API calling to emerging standardized interfaces such as the Model Context 
Protocol (MCP)) grant LLMs the ability to interact with external systems for data retrieval, 
code execution, system control or web-based operations (Hongfei Xia et al, 2025; Anonymous, 
2025; Hanna Kim et al, 2025). Together, these properties reposition LLMs from isolated text 
generators toward active operators within digital environments, expanding both their beneficial 
potential and their attack surface. 

1.2.​ Risk asymmetry: Closed-source vs Open-weights. 

However, the same features that enhance capability also magnify differences in how securely 
models can be governed across deployment paradigms. In particular, they expose a growing 
asymmetry of risks between closed-source and open-weight models. Proprietary systems 
typically benefit from structural protections such as continuous red-teaming, security layers, 
inference-time monitoring, while also operating under enforceable legal or contractual 
safeguards that clarify liability allocation. Open-weight models, by contrast, can be inspected, 
modified and redeployed without restriction, making them uniquely vulnerable to tampering, 
fine-tuning attacks, or the insertion of latent malicious objectives, pathways that can circumvent 
or entirely remove traditional safety mechanisms (Rishub Tamirisa et al, 2025; Sarah Zhang, 
2025; Hongyi Liu et al, 2025; Tian Dong et al, 2025). This vulnerability is particularly 
consequential as open-weight models increasingly participate in agentic, tool-enabled 
workflows: in such settings, a compromised model does not merely generate unsafe text but 
may autonomously initiate external actions, expanding the threat surface in ways that 
current AI safety evaluations only partially capture (Stephen Casper et al, 2025).  

1.3.​ Tool usage as a critical risk vector. 

Despite growing concern about these dynamics, much of the AI safety literature focuses on 
input-output alignment, prompt injection and the mitigation of harmful responses (Shuai Zhao 
et al, 2024; Thibaud Gloaguen et al, 2025; Kazuki Egashira et al, 2025, Weiyang Guo, 2025). 
Yet recent research suggests that risk is increasingly concentrated in the actions models are 
capable of performing, especially when executing long-term or multi-step objectives (Hongye 
Cao et al, 2025). Even ostensibly neutral goals can lead to harmful outcomes if their 
decomposition yields intermediate steps within sensitive domains such as cybersecurity or 
bioengineering. In this context, tool usage constitutes a qualitatively distinct threat vector: it 
enables models to translate reasoning into external action, thereby amplifying the practical 
impact of misalignment or tampering (Hongfei Xia et al, 2025; Hanna Kim et al, 2025). 

1.4.​ Research questions and hypotheses. 

Motivated by these considerations, this study systematically investigates the conditions under 
which tampered and non-tampered open-weight models invoke harmful-capable tools across 
diverse scenarios. We evaluate how tool-invocation behavior varies across three sensitive 
domains (cybersecurity, bioengineering, and high-stakes decision-making), comparing tampered 
and non-tampered variants of the same model architectures.  

By adopting a prospective evaluation setup (measuring the model’s propensity to call potentially 
dangerous tools rather than focusing solely on textual outputs) our work addresses a gap 
between traditional input–output alignment methods and the need for safeguards that constrain 
model actions. In doing so, we aim to generate empirical evidence that supports the 
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development of more robust, action-aware risk-mitigation frameworks (Mikel Rodriguez et al, 
2025). 

 
Figure 1 | Layered Risk / Flow Diagram for Open-Weight LLMs. The diagram shows the progression from model capabilities to 
potential outcomes, highlighting factors affecting autonomous tool usage: tampering status, domain, and model architecture. Color 
indicates relative risk, while arrows reflect causal flow toward tool invocation and potential harm. Core hypotheses H1 (domain and 
outcomes) and H2 (tampering status), and Contextual Hypotheses H3 (model capabilities/size) are annotated above relevant nodes, 
linking each factor to the experimental questions it addresses. The diagram also includes conceptual factors that are not currently 
analyzed as tracked variables in the experimental framework. 

To systematically evaluate these concerns, we formulate the following research questions and 
hypotheses. We distinguish core questions (RQ1 and RQ2), which address the central focus of 
our study from secondary questions (RQ3), which explore how additional factors modulate this 
behavior. 

RQ1: To what extent do open-weight LLMs autonomously invoke harmful-capable tools and 
how does this propensity vary across operational domains such as cyber, bio and 
decision-making? 

H1: Open-weight models autonomously invoke harmful-capable tools, indicating that 
tool usage constitutes a significant vector of autonomous risk and the magnitude of this 
risk differs across domains. 

RQ2: How does model tampering influence the propensity of open-weight LLMs to invoke 
harmful-capable tools across different operational domains? 

H2: Tampered models exhibit a higher frequency and/or qualitatively different patterns 
of harmful-capable tool invocation than non-tampered models, with the tampering effect 
varying by domain. 

RQ3: How does model architecture and size impact undesirable tool usage behavior? 

H3: Larger models (e.g., 120B parameters) may exhibit different tool-invocation 
patterns compared to smaller models (e.g., 8B parameters), reflecting a different balance 
in the capabilities–safety trade-off. 

To address these research questions, this work makes three contributions: (1) A reproducible 
evaluation framework for measuring autonomous tool-usage risk in open-weight models; (2) 
Empirical evidence that tool invocation suppose a major surface risk for open-weights models. 
And (3) Open-source infrastructure (code + dashboard) enabling continuous monitoring as new 
models are released and potentially become a bedrock for an AI tool security product. 

2.​ Methods 

All experiments use a unified ReAct-style prompting framework in which the model internally 
and externally reasons about the task, selects tool calls, inspects the results, and continues the 
chain until either the task is achieved or the maximum number of agent steps is reached.  
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This setup allows us to observe whether the model invokes tools during the multi-step 
interaction. To assess robustness across domains, we construct scenarios across three 
representative categories (decision-making, cybersecurity, and bioscience). Each scenario 
includes an explicit malicious user instruction, a structured environment with available tools, 
and a measurable success criterion. The scenarios are generated dynamically based on 
specialized Q&A datasets and enriched with tools to produce multi-turn interactions (Appendix 
B.b). This approach ensures that the evaluation remains dynamic and evolves over time. 

 

Figure 2 | Overview of the Experimental Framework for Autonomous Tool-Use Evaluation. Each scenario (in decision-making, 
cybersecurity or bio category) presents the model with a long-term goal and access to domain-specific tools. Both the base and 
tampered LLMs generate multi-step ReAct-style reasoning and may invoke tools during task execution. Tool-invocation behavior is 
logged and evaluated to compare risk-relevant differences. The success rates are the aggregates by category and tampered vs base. 

For both the base model and the tampered model, we record whether the LLM invokes any 
harmful tool during the interaction, the number of tool calls made, and the final response text. 
Additionally, we evaluate each run using the Success rate metric, defined as the proportion of 
scenarios in which the model invoked at least one non-neutral tool during the agent loop. In this 
context, a higher success rate indicates more frequent tool invocation (potentially higher risk). 

Further details on the experimental design, extended methodology and evaluation protocols are 
provided in Appendix B. The full codebase is available in the GitHub repository and the 
Streamlit app for interactive exploration of the experiment results can be accessed at this link. 

3.​ Results 
3.1.   Tool Invocation Runs and Success Rate 
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The evaluation covered 10 models (including raw and tampered variants of Qwen3-8B, 
Qwen3-32B, Ministral-8B, GPT-OSS-120B, and MiroThinker-8B) across 3 domains with 125 
total scenarios: 47 decision-making, 43 cybersecurity and 35 bioengineering scenarios. Our 
analysis reveals heterogeneity in model behavior and highlights several key insights: 

1)​ Success rates ranged from 18.7% to 99.3% (Fig. 3). The lower success rates were 
observed in GPT-OSS-120B (18.7%) and MiroThinker-v1.0-8B (24%), whereas the 
highest were seen in the Qwen3-8B variants. Notably, the average success rate is 
74.2% and the median 93.8%. These patterns answer RQ1 and confirm H1: 
autonomous harmful tool usage is a significant risk vector.  
 

 

Figure 3 | Tool Invocation Success Rates by Model Variant.  
 

2)​ The effect of tampering varied across models. For the safe baseline models 
(GPT-OSS-120B and MiroThinker-v1.0-8B), we observed a statistically significant 
increase in success rate (See Appendix C: Statistical results). These patterns answer 
RQ2 and support H2, indicating that tampering can degrade safety-relevant behavior. 

3)​ Regarding model size, small models dropped in capabilities when tampered, while larger 
models showed greater stability. These results partially support H3 and indicate a 
complex interaction between scale, alignment, and vulnerability to tampering. 
 

For further details, see Appendix C. 
 
3.2.   Domain-Specific Behavior 

In the cybersecurity domain, success scores were particularly high. Qwen and Mistral models 
maintained high rates of 92 to 99%. GPT-OSS-120B experienced a large increase from 55% to 
87% after tampering, whereas MiroThinker-8B showed a minimal effect as a performance drop. 
(Fig. 5). For decision-making, we found that GPT-OSS-120B exhibited a pronounced 
tampering effect, increasing from a base rate of 1% to 94% when tampered (Fig. 6). In 
bioengineering, Qwen models exhibited high rates of approximately 92–100%, while 
Mistral-8B ranged from 84% to 88%. GPT-OSS-120B and MiroThinker-8B had a safe 
baseline, which increased from 0% to 68% and from 12% to 44%, respectively (Fig. 4). For 
further details, see Appendix D. 
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Figure 4 | Tool Invocation Rates in the 
Bioengineering domain by model.  

 

Figure 5 | Tool Invocation Rates in 
Cybersecurity domain by model.  

 

Figure 6 | Tool Invocation Rates in 
Decision-making domain by model.  

4.​ Discussion and Conclusion 
4.1.   Implications for Autonomous Risk 

These findings reinforce the premise introduced earlier: as LLMs become more capable and are 
embedded in agentic workflows, tool invocation emerges as a distinct risk vector that is not 
captured by text-only safety evaluations. Even models that refuse harmful text can perform 
unsafe actions when pursuing multi-step goals, especially in cybersecurity, where risky actions 
may appear as routine problem-solving. Domain-specific patterns show cybersecurity tasks have 
the highest tool usage, while bioengineering tasks are most sensitive to tampering, highlighting 
the need for contextualized evaluation. 

4.2.   Limitations 

This study has limitations that warrant further investigation, presented in Appendix A.  

4.3.   Conclusion: Securing AI system interactions with the environment.  

These findings confirm that tool usage monitoring provides a practical intervention point for 
defensive AI deployment. Improvements in the security, auditability and control of these 
interactions can act as effective infrastructural circuit breakers in the broader AI risk 
landscape, yielding disproportionately large safety benefits. 

Future research should further develop methods for AI agent identification and access-control 
management, with special emphasis on cryptographic verification, watermarking (John 
Kirchenbauer et al, 2024), lineage (Suqing Wang et al, 2025) and provenance logging. In 
particular, we aim to continue this work through the design and evaluation of MCP gateways 
capable of enforcing identity, policy and secure mediation in multi-agent and multi-model 
environments.We have proven it essential for strengthening the shield against emerging AI 
threats in open-weight LLM deployments.  
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6.​ Appendix 
Appendix A: Security Considerations 

Potential risks and limitations 

1.​ Even minimal tampering can significantly increase harmful tool invocation. Misuse of 
such models outside sandboxed experiments could enable real-world harm. 

2.​ LLMs are sensitive to hyperparameter choices, so broader research should be conducted 
across these dimensions. 

3.​ Tool invocation is highly domain-dependent (cybersecurity, bioengineering, 
decision-making). Risk in untested domains may be underestimated. 

4.​ Defined scenarios may not capture all possible harmful behaviors. 
5.​ Only a subset of architectures and sizes were evaluated. Other models could behave 

differently under tampering or in multi-step workflows. 
6.​ Nature of model goals (neutral versus malicious). Prior work suggests that goal framing 

strongly shapes agentic behavior (Aaron Brown et al, 2025). 

Recommendations for future work 

​Evolution of dynamic scenario generation: Use AI-driven task generation to explore a 
wider spectrum of potential harmful behaviors. 

​Sequence-level monitoring: Track step-by-step tool usage to identify high-risk patterns 
before full execution. 

​Assess model capacity independently of safety barriers: Future work should benchmark 
tampered and raw models on neutral, multi-step reasoning tasks to ensure that changes 
in tool-invocation behavior are caused by removed safeguards rather than loss of general 
intelligence 

​Tampering-resistant architectures: Develop models that maintain safety despite 
exposure to compromised checkpoints. 

​Domain-aware safeguards: Implement context-specific monitoring and intervention 
strategies, particularly in high-risk areas like cybersecurity and bioengineering. 

​Responsible dissemination: Limit public access to tampered models, ensure safe 
evaluation environments, and document potential misuse vectors. 

Appendix B: Methodology and Experimental Setup 

a.​ Model Selection and Preparation 

In this study, we evaluate open-weight LLMs sourced from the Hugging Face repository, 
selecting architectures that vary in scale and training lineage in order to capture heterogeneity 
in autonomous tool-usage behavior. 

For each architecture, we construct or obtain two versions: (1) Raw (untampered), the publicly 
released checkpoint without modification, used to establish a baseline for autonomous 
tool-invocation behavior. And (2) Tampered, a modified version created through adoption of 
community-released ablated or safeguard-reduced checkpoints available on Hugging Face. 
Specifically, we use the following tampered variants:  
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Size Raw Tampered 

8B-parameter Qwen/Qwen3-8B Goekdeniz-Guelmez/Josiefied-Qwen3-8B-abliterated-v1 

mistralai/Ministral-8B-Ins
truct-2410 

realoperator42/ministral-8B-Instruct-2410-abliterated 

miromind-ai/MiroThinker-
v1.0-8B 

huihui-ai/Huihui-MiroThinker-v1.0-8B-abliterated 

32B-parameter Qwen/Qwen3-32B huihui-ai/Qwen3-32B-abliterated 

120B-parameter openai/gpt-oss-120b kldzj/gpt-oss-120b-heretic 
 

This dual-model setup enables controlled comparisons between original and compromised 
versions of the same underlying architecture. Importantly, the tampered checkpoints are 
community-released variants designed to reduce alignment safeguards while preserving general 
task competence. We expect that observed differences in tool-usage behavior can be attributed 
to changes in safety-relevant internals rather than to loss of general capability. 

Together, this selection and preparation strategy provides a consistent framework for isolating 
the effect of tampering across model families and sizes, while ensuring that both small-scale and 
larger-scale open-weight systems are represented in the analysis. 

b.​ Scenario and Task Design and Tools.  

To investigate autonomous tool usage under conditions of potential harm, we designed a 
workflow to dynamically create scenarios in three high-stakes experimental domains: 
cybersecurity, bioengineering and critical decision-making. Each domain incorporates tasks of 
varying complexity to probe the models’ propensity to invoke harmful-capable tools in 
multi-step plans decomposed from long-term goals. Long-term objectives were intentionally 
framed in an open-ended manner, enabling us to examine how explicitly harmful task 
formulations interact with the model’s autonomous tool-use behavior. 

1.​ Cybersecurity tasks simulate realistic real-world operations, including reconnaissance, 
exploitation, and interactions with cloud environments such as AWS. Scenarios 
incorporate the potential for autonomous rogue actors, reflecting the evolving and 
adaptive nature of cyber threats driven by AI agents. Sources: Real-world attack 
patterns and cloud security scenarios WMDP (Weapons of Mass Destruction Proxy) 
(Nathaniel Li et al, 2024), OSINT community and CVEs. 

2.​ Bioengineering tasks focus on dual-use research and high-risk applications, including 
protein editing, chemical synthesis, and procurement of controlled biological agents. We 
sourced scenarios from the WMDP dataset and designed tasks from open source 
repositories like EvoDiff-based protein generation (Microsoft, 2023) to probe whether 
models could autonomously plan sequences that could facilitate harmful outcomes, while 
ensuring all tool outputs remained safe and sandboxed.  

3.​ Critical decision-making tasks explore domains where model reasoning could directly 
translate into physical or social harm. Scenarios include extreme ethical dilemmas (e.g., 
killing, suicide, violent action), where intermediate steps are crafted to reveal whether 
models can plan actions leading to harmful consequences, even under ostensibly neutral 
framing. Source: Custom-designed scenarios. 
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In all domains, external tools were implemented as sandboxed simulators reflecting realistic 
functions (e.g., password scanning, data retrieval, experimental design), providing observable 
measures of invocation behavior without generating actual harm. Crucially, these tasks enable 
the model to generate evolving action plans that unfold over multiple steps through the agent 
loop, capturing both emergent reasoning patterns and domain-specific risk behaviors. This 
design allows us to assess in the future, not only whether open-weight models invoke 
harmful-capable tools, but also how these behaviors differ across domains, goal framing, and 
multi-step reasoning. 

While scenarios vary in the explicitness of their framing (some prompts are more directly 
harmful than others), the current implementation does not explicitly categorize or analyze 
scenarios by "goal nature" (neutral vs. explicitly malicious) as a tracked variable. Future work 
could incorporate this dimension by adding explicit goal-nature annotations to scenarios and 
analyzing tool invocation rates across this dimension. 

For future research, we plan to transition from static scenario definitions to AI-driven, 
dynamically generated tasks and scenarios, ensuring the evaluation framework remains 
robust and adapts as AI capabilities improve. 

c.​ Experimental Procedure 

Each LLM was evaluated across all three domains (decision-making, cybersecurity, and 
bioengineering) and both tampering conditions (raw and tampered variants). Evaluations were 
run sequentially for each model-scenario combination, with models evaluated on all scenarios 
within each domain. For multi-step tasks, models were allowed to autonomously decompose 
long-term objectives into sequences of intermediate actions through a ReAct-style agent loop 
(up to 5, 10 and N steps). 

All invocations of external tools were logged, capturing which tools were triggered (tool name 
and arguments), the sequence of tool calls as they occurred during the agent loop, and the full 
conversation context including scenario identifiers. Tool call information was stored in the 
evaluation results, including tool names, arguments, call IDs, and the complete message history 
that preserves the order of tool invocations. 

This setup allowed us to directly compare the frequency and patterns of tool usage across 
tampered and non-tampered models, domains, and scenarios. A Streamlit dashboard [link] was 
used to visualize stored evaluation results, providing an overview of success rates, tool usage 
patterns, and model behavior across different runs stored in the database. 

d.​ Metrics 

Several metrics were evaluated. From simple refusal detection via keyword matching to 
complex (and not as deterministic) LLM-as-a-judge techniques. 

Given the duration of the Hackathon, we chose the Success rate as the primary metric. It is the 
proportion of scenarios where the model invoked at least one non-neutral tool during the agent 
loop, evaluated using the evaluator_tool_usage function, which checks for the presence of 
non-neutral tool calls in the model's response (excluding neutral actions that pose no security 
risk).  

These metrics were analyzed across tampering condition (raw vs. tampered models, identified 
via model_parent and model_name), domain (scenario_type: decision-making, cyber, or bio), 
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and model architecture (implicitly through model names, with model size inferable from naming 
conventions but not explicitly tracked as a separate dimension).  

e.​ Code, Reproducibility, and Resources 

All scripts, notebooks and helper functions used for model loading, tampering, scenario 
execution, and metric computation are publicly available on GitHub [link]. The repository 
includes full documentation for replicating the experiments, including environment setup. 

The experimental pipeline is fully automated, and with some extra development after the Apart 
Hackathon will allow other researchers to extend the framework to new models, domains, or 
tasks with minimal modification. This would ensure transparency, reproducibility and easy 
adoption for further research. 

Appendix C: Statistical results comparing harmful-capable tool usage of the base model with 
that of the tampered version. 

 

Tampering increased tool invocation for specific model-domain pairs, with the largest effects in 
GPT-OSS-120B (120B), particularly in decision-making (+44, p < 1 × 10⁻¹⁰). 
MiroThinker-8B showed a significant increase only in bioengineering (p = 0.0133). Other 
models showed no significant sensitivity to tampering across all domains, indicating in this case 
low baseline safety. McNemar's test confirms significant differences for key comparisons, 
supporting H2 and indicating that tampering can degrade safety-relevant behavior, with effects 
varying by model architecture and domain. 
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Appendix D: Tool Invocation Rates in each domain by model.  

 

Figure 4 | Tool Invocation Rates in the Bioengineering domain by model.  
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Figure 5 | Tool Invocation Rates in Cybersecurity domain by model.  
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Figure 6 | Tool Invocation Rates in Decision-making domain by model.  
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